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Estonia gets to vote online. Why can't
America’’

BY BRAD PLUMER Novombor 6, 2012 21 3:26 pm

f Y N .;q More » ’ Comments

If anecdotal reports are anything to go by, millions of Americans on Tuesday are
standing in the cold for hours to vote at their local polling places. But why should they
have to? Many Americans can already pay their utilities online and bank online. Why

can't we vote over the Internet as well?

That's the question raised by Thad Hall,
a political scientist and author of
Electronic Elections. In theory, he says,
allowing Americans to vote online could
have all sorts of benefits. We wouldn't




What makes Estonia’s election system unique?

Security strengths / weaknesses?

How can new technology help?

Lessons for other countries about I-Voting?



Estonian approach

* An online voter can vote multiple times, and
only the last vote will count

* The voter is authenticated by the Estonian
Government-issued smart card containing
multiple private keys for different purposes

— As a new approach they also have ‘Mobile-ID’
which works with smart phones
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Open source?

* With a large announcement the “entire”

system was published as Open Source in July
2013

— Soon after the researchers realized that only

partial source code was made available, mainly
the server-side code

 The code release was mandated by the

government, not the technologists
responsible

 The backend calls other government systems



Client software

* Estonians said they will not to publish the
client code because :

— “Attackers would be able to learn the protocol”
— It would make it too easy to make a fake client

 Binaries of the client were available

— The executable was obfuscated using the UPX
packing tool



o ™ This repository ¥ | Search or type a command @  Explore Gist Blog Help

wk-ehk / evalimine @ Watch ~ 107 &

e-haaletamise tarkvara

8 commits 1 branch 0 releases 1 contributor

P branch: master ¥ evalimine / +

Source-code changes for EP2014

:j svenheiberg authored May 02, 2014 latest commit d1473a5l2c @-
I docs presentation from 11.07.2013 11 months ago
B ivote-server Source-code changes for EP2014 a month ago
B LICENSE license 11 months ago
E README.md README 10 months ago
README.md

The intention behind this repository is to make source code of the server side components of Estonian internet-
voting system available for public review.

The repository is not used for active development, but will be kept up to date, so the code that can be found here
is the code that is used for election. As the voting system used for legally binding elections must strictly follow
the legislation, the actual development of Estonian i-voting system is supervised by National Electoral Committee
(NEC) and Internet Voting Committee (www.vvk ee). The current partner for NEC is Cybernetica AS



What does the source look like?

* Code base : about 17K lines
— Python 61%
— C++ 37%
— Reminder shell scripts

* Nearly typical code drop: no docs, no harness,
no tests, no protocol description

e Evidence of very poor software

engineering practices (looks like a one man
hack job)




Documentation?

* Documentation coverage is embarrassing
— 2.3% coverage for Python code
— 1.2% coverage for C++

* the majority of comments are in reused library
code, not in Estonia's code (proper)



Documentation?

* Alarge amount of the included code is lifted
from libraries and is used for handling server-
side crypto (particularly cert management)

— "borrowed" code has no attribution of source,
authorship, or license

— Includes undocumented code from GNU

* No non-source documentation (architecture,
requirements, test plan, etc.)



TODO?

 file : ivote-server/hes/vote analyzer.py as it
was originally published :

def analyze(ik, vote, votebox):
# TODO: implement security checks
# such as verifying the correct size
# of the encrypted vote
return []



TODO handled!

 That was embarrassing! They cleaned it up,
the newest version of the file of the same file :

def analyze(ik, vote, votebox):
return []

* |t says it all, too much documentation already



Overview

* Horrible engineering practices
— not even an attempt at rigor or quality
— vote auditing does not exist
— vote validity is a stub and only logged

— malformed votes will be logged and stored and
detected during decryption
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Build your own system

e The research team was able reconstruct the
whole e-voting server-side system and
connect into that with client binaries

 Hundreds of hours of video published by the
Estonian election officials that show them
preparing and operating the system

* This allowed us to recreate the whole system
as it was set up for the real election
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You can become Estonian too!

* They plan to let anyone become European —
digitally

e http://e-estonia.com/e-residents/become-e-
resident/

 Estonian E-residents will receive ID card
allowing them to sign legally binding

agreements digitally throughout the European
Union




Elektroonilise
haaletamise Text size: AA A
komisjon

You can vote
now In Internet!

Voting ends in

From 10 to 16 October, it is possible to vote at
this web page.

days hours minutes seconds

Read more how to vote.

For technical assistance, please call 6316633, write to

abi@valimised.ee or read FAQ.
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Valijarakendus

Y Valiku tegemine

Power to the People Party | Kelle valite kohaliku
omavalitsuse volikogusse?

More Power to the People Party
1 Paul Politician

All the power to Drew Party Teie valimisringkond:
2 Dictator Drew Tallinn

Minu valik on:

kandidaat nr 0
Polly Politician
Power to the People Party
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Vote Forwarding

Server
Internet
HTTPS —
(Client Auth)/ |~ = g National HTTPS
25"k 1D Card
oflo
Voting Client |rE| 2 Verification App
leaa &
QR Code
Election Election

Public Key Public Key



Voting Protocol

Voting Client | | Election Servers |

TLS Client Auth

>

Verify if eligible voter
Find set of candidates C

P C
Voter picks candidate ¢ € C
r+ {0,1}160
b « Encpg,,, . (Pad,(c))
o < Signgg (b)
v:=(b,0)
‘)
Assign v vote ID x
X

Display QR code: (x,r)

Verification Protocol

| Verification App | | Election Servers |

Scan QR code (x,r)

Find ballot » with vote ID x
Find set of candidates C

b, C

if 3 ¢’ s.t. b= Encpg,., (Pad,(c')):
Display ¢’
2
Voter checks: ¢/ = ¢
else: Display error

*_



Internet

Public Count

Data Center

Vote Counting HSM
Server
Election
Private Key

DVD

Vote Storage
Server

Log server

Vote Forwarding
Server




Counting Protocol
Cryptographic “double envelope”

Storage Server

B+ {}

For each vote v :
(b,0):=v
Verifypg . (b,0)
B+ BU{b}

Counting Server

-
>

Foreachc e C:
counts|c] < 0
Foreachb € B:
¢ < DeCSKclccl (b)
counts|c| < counts|c] + 1
Output counts

I —




Threats



Coercion Denial of Service

Credential Theft Remote Compromise

Imposter Sites Insider Attacks
APTs

Botnets Hardware-based Attacks
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Estonia hit by 'Moscow cyber war’

Estonia says the country's
websites have been under
heavy attack for the past
three weeks, blaming Russia
for playing a part in the
cyber warfare.

Home / News /

Many of the attacks have come

from Russia and are being ‘Cyber-attack’ cripples Ukraine's electronic election
hosted by Russian state T g—————

: system ahead of presidential vote
computer servers, Tallinn says. | . been offected

Moscow denies any Published time: May 24, 2014 23:02
involvement. Edited time: May 26, 2014 01:16 7 Get short URL

Estonia says the attacks began after it moved a Soviet war
memorial in Tallinn. The move was condemned by the Kremlin.

A Nato spokesman said the organisation was giving Estonia
technical help.
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1. Client-side Attacks



Valijarakendus
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Power to the People Party Kelle valite kohaliku
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All the power to Drew Party Teie valimisringkond:
2 Dictator Drew Tallinn

Minu valik on:
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Polly Politician
Power to the People Party

Client-side Malware

1. Steals PINs
2. Casts Replacement Vote




Two attacks

* Ghost Click
— cast a delayed vote to replace the real vote

* Bad verify

— Tandem PC and smartphone malware

— Malware on the PC detects which candidate the voter
selects and modifies the QR code encoding that into it

— A malicious verification app displays whatever candidate is
embedded in the QR code, rather than the candidate for
whom the vote was actually cast

— This allows the PC malware to arbitrarily change the
submitted vote without being detected by verification or
causing a suspicious number of replacement votes



Client side attacks

 Advanced version of malware could be used
to harvest PIN codes and report in C&C
present ID cards for malicious activities

— Individual level targeted attacks with larger
implications than Internet voting

— The smart card infrastructure is used both private
and public sector. For example all banks in Estonia
use it to authenticate their clients

* |ID cards are used frequently in daily life



1. Client-side Attacks
2. Server-side Attacks



Our security is better than Google’s.

— Toomas Hendrik llves
President of Estonia




Server side attack

* The integrity of the count depends on the correct
operation of the counting server and its HSM,
which are the only components with the ability to
decrypt vote

* Malware acts as a wrapper around the process
responsible for using the HSM to decrypt votes

* Allows the malware to alter the decrypted votes
prior to returning them to the counting
application



Server side attacks

* The altered votes are then counted and
released as the official results

* Such an attack would be unlikely to be
detected, as there is no audit mechanism to
check the accuracy of the decryption




Operational Security?
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Fallout

* Arnis Cimdars, chairman of Latvia's Central
Electoral Commission (CVK) claimed that
electronic voting was not secure enough to allow
it to be used in Latvian elections. “According to
our experts, it is not possible for us with current
technology. We have some mental reservations
about this method of voting, too... at the
moment it is not possible to ensure the
anonymity and security of this method of

voting, so | don't think it will happen very soon,”
he added.
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